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Over 90% of cybersecurity attacks start from a
malicious email and 75% of ransomware attacks
are email-borne.

Avanan is Manage Protect’s anti-phishing,
anti-malware software solution protecting email

and cloud applications including Microsoft 365, \ :
G-Suite, Dropbox and Slack. A A N A N
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Avanan sits at the cutting edge of email security with its patented inline

protection and innovative machine learning.

Block sophisticated
social engineering
attacks

Effective defence before the
inbox securing inbound,
outbound and internal emails
from impersonation, zero-day
phishing and Business Email
Compromise.

Identifies and
remediates
compromised accounts
Analyses login events and end
user activities across every
cloud application, identifying
unusual, potentially malicious
behaviour.

Protects against account
takeover and insider
threats

Protection from malware
and ransomware

Scans every message, file and
application for malware,
blocking attacks that evade
traditional scans. Cleans files
to deliver a safe version in
under two seconds.

Data Loss Prevention

Detects sensitive data sharing
via email and collaboration
apps and immediately limits
data exposure. Inappropriately
shared data is blocked or
“unshared” to prevent data

leaks.

Monitors over 100 indicators to
identify compromised accounts.
Real tfime scan and quarantine
of internal emails + deny and
block suspicious logins to

prevent lateral attacks.



Good for clients. Great for MSPs

Avanan provides complete, full-suite protection that is constantly evolving to
defeat new threats, while providing security admins with an easy-to-deploy
and manage platform, making your security offerings easy and efficient.

Proven protection: peace of mind

Monitor one simple dashboard with actionable insights

Minimal false positives

Easy installation with no MX record

“Avanan has the industry’s

changes required
best malware catch rate

Multi tenancy management from a (99.9%) rated by NSS labs”
single portal

More than email.

EOPMLBIS

Avanan extends beyond email by searching, managing and protecting any
Saas to enable your clients to collaborate with confidence.



Add ons

Archiving

+
Store all processed emails for up to seven years. Search and export on
demand; import emails from existing archive.

IRaa$S

Incident Response as a Service leverages our team of experts to
manage end-user reports of suspicious emails and requests to release
quarantined emails. Alleviates avalanche of email tickets for support
team; Avanan’s experts resolve tickets within SLA.

DMARC

Provide visibility to all DMARC failure reports with built-in search
engine, grouped by domain and services. RUA mailbox to ensure
full-scale DMARC failure reporting with actionable recommendations
and changes to DMARC policies.

SAT

Comprehensive Al-powered training modules for an effective
employee learning experience with phishing simulations.

HEC ERM

Get real-time alerts for compromised credentials + instantly remediate
exposed accounts with one-click actions.
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Service options.

Plans and Inclusions éslovtcelrc\ct:ed g:oTiltete
Secure all email - incoming, outgoing and internal v v
Advanced Al-based anti-phishing v v
Anti-spam filtering v v
Known malware prevention (Antivirus) v v
Protection from zero-day malware (File Sandboxing) v v
File sanitisation (CDR) v v
Malicious URL protection v v
URL click-time protection (URL Rewriting) v v
Protection from zero-day malicious URLs v v
Account takeover prevention v v
Unauthorised application detection v v
Data loss prevention (DLP) v
Encryption v
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Avanan with Manage Protect.

Manage Protect is dedicated to helping MSPs achieve their goals by
simplifying operations, protecting margins and accelerating growth with
local Australian support, tailored professional services and a single portal
to provision, manage and bill Avanan services.

Fully supported by local product experts

Flexible month-to-month contract

Integrated provisioning, management and billing
Up to 100 Internal Use Licences

On-demand training and product certification
Dedicated local Account Managers

manageprotect.com
info@manageprotect.com

1300 657 500 (AU) M
0800 141 481 (N2) A\TA NA N ® o Protect.



